Unauthorized Software Installation

Installing unauthorized software programs (such as games to play during break time, signature files for email, weather programs, etc.) on your computer at work may seem harmless or even beneficial (as with applications that make your job duties easier). However, software from unauthorized sources can create many problems. For example:

●
Freeware and low-cost software downloaded from the Internet or distributed on floppy disks or CDs can contain viruses that will infect your system and spread to other computers on the network.

●
Unauthorized software may be poorly written, intended for use with a different operating system, or have conflicts with currently installed software that can cause it to crash your computer or send unwanted messages on the network.

●
Unauthorized software might be pirated (copied illegally), which could subject the University to penalties in case of a software audit.
●
Unauthorized software may contain sypware that will capture information you type and send it to marketers or criminals.

●
Unauthorized software, once installed is seldom kept current. The software may not contain known security flaws when installed but hackers may discover and exploit flaws. The software company corrects these security flaws and releases an updated version. Most users never update the software once it is installed and is vulnerable to the security flaws.

As you can see, downloading unauthorized software can be anything but harmless. Please use caution and think twice before downloading.
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