HOW TO PROTECT YOURSELF FROM IDENTITY THEFT
You can’t prevent all ID theft, but some simple safeguards can minimize your risk. How to steer clear of trouble—and save yourself if it ever comes calling.

Credit Cards: Always keep credit-card receipts; place a pre-emptive fraud alert on all credit reports; contact issuer if new credit cards don’t arrive on time.
Passwords/PINs: Don’t use last four digits of SSN, mom’s maiden name, birth date, middle name, pet’s name or consecutive numbers; add a second password to your bank account.
SSN: Never use unless absolutely necessary; check SS earnings and benefits statement each year for fraud (call 800-772-1213 for more info).
Internet/computer: Install a firewall; update virus-protection software; password-protect and encrypt key files; before disposing of a PC, remove data with a  “wipe” utility program. Don’t store sensitive or confidential data un-encrypted on a PC or web server. 
General tips: Review bills each month for misuse; shred pre-approved credit offers before tossing in the trash; make sure companies lock up your credit/loan applications; store canceled checks safely; lobby your representatives to push for ID-theft legislation.

WHAT TO DO IF IT HAPPENS TO YOU
Step one: If your ID is stolen, place a fraud alert on your credit reports by calling Equifax (888-766-0008), TransUnion (800-680-7289) or Experian (888-EXPERIAN). Review reports carefully for unsolicited inquiries, unknown accounts and new debts. Get bogus info purged immediately.

Step two: Close all accounts that have been compromised. Follow up in writing with copies of supporting documents.  Choose new passwords for new accounts. For fraudulent charges on existing accounts, fill out a fraud-dispute form; for new, unauthorized accounts, submit the FTC’s ID Theft affidavit http://www.ftc.gov/ftc/consumer.htm .
Step three: File a report with the local police or the police in the community where your ID was stolen. Get a copy of the report (or its number) to help deal with creditors who require proof of the crime. If you’re having trouble, contact your state Attorney General office http://www.naag.org/.
Step four: File a complaint with the Federal Trade Commission. 
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