








I. GENERAL

Secure locking systems provide safety for both people and property.  The integrity of any locking system is directly related to the degree of control exercised over the issuance of keys.  Lack of control is the greatest threat to the integrity of such systems.

II. RESPONSIBILITIES

A. Facilities Services is responsible for providing all key and lock maintenance and services for all university facilities excluding Housing.

B. Departments occupying university buildings are responsible for authorizing the issuance of keys provided for their use.

C. Facilities Services will document the issue of keys in an electronic database.

D. Individuals issued keys (and their Departments) are responsible for controlling keys after they are issued.  Any changes in ownership should be approved at the original level and reported to Facilities Services to maintain the database.

III. PROCEDURES

A. Issuance of Keys

1. Issuance of keys is requested by initiating a work order and sending a completed East Carolina University Key Request Form to Facilities Services, Building Services.  

2. Authorization for keys is as follows:

a. Grand Masters

i. Grand masters are keys that lock several buildings.

ii. These keys will be issued only to the police when authorized by the Chief.

b. Master Keys (Exterior and Interior)  

i. Master keys are keys that open an entire building.

ii. These keys will be issued only to personnel authorized by the department’s Dean, or an Assistant or Associate Vice Chancellor.  A Director having charge of an entire space has that authority (e.g. EH&S for the EH&S building).

iii. Deans, Directors, or Assistant or Associate Vice Chancellors may, in writing, delegate this authority.

c. Sub Masters, Suite keys, Interior Medeco and Abloy Keys

i. Sub masters and suite keys open a group of doors.

ii. These keys will be issued only to personnel authorized by a department head or chair or higher responsible for that area.

iii. Department heads or chairs may, in writing, delegate this authority.

d. Individual Door Keys 

i. Upon acceptance of a new building, the re-keying of an existing building or reallocation of space to a department, Facilities Services will issue individual door keys based on the key requirements identified by the occupying department heads and approved by their dean.  To insure future control of the keys, this initial issuance of keys will be made by utilizing the "East Carolina University Key Request Form."  For new buildings or large rekeyings, the Assistant Director, Buildings Services may authorize use of alternate documentation.

ii. Additional keys that may be required after the initial issuance shall be requested by work order and Key Request Form.  Departments shall be charged a standard cost for each key requested. 

iii. These keys will be issued only to personnel authorized by a department head or chair or higher.

iv. Department heads or chairs may, in writing, delegate this authority.

e. Deans, Associate Vice Chancellor, and higher positions do not require authorization from the next level.

f. Mechanical Room Keys 

i. These keys will be issued only to Facilities Services personnel and others authorized by an Assistant Director, Facilities Services or higher.

g. Data Room Keys

i. These keys will only be issued to personnel authorized by the ITCS’ Director, Information Technology Services.

ii. The Director, IT Services may, in writing, delegate this authority.

3. The requestor must enter the work order to the Locksmith Shop prior to sending a Key Request Form.  The work order number must be entered on the Key Request Form.  Key Request Forms should be mailed to Facilities Services, Building Services Eppes #5 or faxed to Facilities Services, Building Services at 328-0994.  A Key Request Form received without a work order number will be returned to the requestor.  A work order will not be processed by the Locksmith Shop without a Key Request Form.  Work orders will be canceled by the Locksmith Shop at 30 days if a Key Request Form is not received.

4. The Lock Shop will cut the key and send it with a copy of the Key Request Form to the Facilities Service Center.  Building Services will retain the original Key Request Form and work order.  The work order will not be closed at this time.

5. The Facilities Service Center will notify the contact the key is ready for pick up.  The issuee should be prepared to show picture ID and will sign for receipt of the key.  If someone other than the issuee picks up the key (allowed for room keys only), they must be authorized on the Key Request Form, show picture ID and sign for receipt of the key. Requests will be canceled 30 days after notification if the key is not picked up.  The Facilities Service Center will send reminders at 10 and 20 days.

6. The copy of the Key Request Form will be returned to the Buildings Department after the keys are issued or the Request is canceled.

7. The Building Services Department will assign an individual to maintain a computerized key database and to file Requests.

8. The work order will be returned to the Facilities Service Center to be closed when the database has been updated and the Request filed.  

9. The Lock Shop will assign a serial number for each key other than room, Abloy, and Medeco keys.  It will be engraved on the key.

B. Return or Reissue of Keys

1. For Facilities Services to accurately maintain the key database, changes in “ownership” of each key must be documented.

2. Departments will complete a Key Return/Reissue Form for keys returned to Facilities Services or reissued to another individual.  Authorizations should be at the same level as original issues.

3. Keys will be returned to the Facilities Service Center.  Returned keys and the Key Return/Reissue Form will be forwarded to Building Services.

4. For a reissue, the department will mail or fax the Key Return/Reissue Form to Facilities Services, Building Services.

5. Building Services will update the computerized key database and file the request.

C. Locks

1. Lock Changes  (including cylinder change and rekeying)

a. Requests for changes in locks should be requested via work order.

b. Lock changes and the Issue of the associated new keys requires Key Request Forms with authorization at the appropriate level.  The process will be the same as for a regular key issue.

2. Unapproved Locks 

a. All building locks shall meet the approved building fire code specifications.  All unauthorized lock installations shall be removed and corrective security measures taken at departmental expense.  This procedure is necessary in order to maximize the security of our buildings, to eliminate fire code violations, and to minimize the difficulties and confusion of access to the buildings.

3. Padlocks 

a. Padlocks shall not be used on any exterior or interior building doors.  Departments may not use padlocks except on storage room doors designated specifically for padlock use.  Padlocks for departmental use shall be purchased from departmental funds.  

4. Automobile Locks 

a. Automobile locks are not a service function available at East Carolina University.

5. Push Button Locks

a. Push button locks will not be installed.

D. Maintenance Charges 

1. Defective, inoperable, and broken locks will be repaired or replaced by Facilities Services without charge to the occupying activity.  When such locks are replaced or repaired, they will be set up for operation on the existing key.

2. Departments will not be charged for the initial issue of keys for a new building or rekeying done by Facilities Services for maintenance purposes.

3. Departments will be charged for non-maintenance related changes to locks.

4. Loss of a master, sub master, or suite key may necessitate changing all locks under that key at Departmental expense.

5. Charges will be made by IDT to the account.

6. Charges 

a. Additional individual door key - $5/key

b. Additional master, sub master, Medeco and Abloy patented systems - $15/key

c. Door lock change - $50

d. The flat rate for desk locks or filing cabinet lock service is $50 (new lock or lock-picking services).
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